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Emerging Technology

Increased Mobility
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[ Everything
as a Service

‘SaaS

[ =

The Irrevocable Forces - The BIG 6

Internet of Things

Consumerisation

BYOD

Bring Your Own Device

The Internet of 'Things' on Force.com

Technology has evolved the way

business is contacted. More and

more companies are using social
media, mobile phones, and

tablets to do their business

Social Media
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Legal and Regulatory Drivers for Enterprise Governance of IT
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Financial Industry Regulatory Authority South African Reserve Bank
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FSA compliance requirements related to
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enterprise use of information and technology
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Huge reputational risks

N ' Beyond Excellence ®

_—)



The Familiar IT Environment
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The Business Case for Implementing Enterprise Governance of IT
Pain Points

Board or senior management who are reluctant to engage with IT/T MEUES

Significant business incidents related to IT

Hefty regulatory and contractual penalties

Repeat findings and qualified audits

Outsourcing problems leading to business failing to meets its goals

N ———————————

Costly failed IT initiatives
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Significant business incidents related to IT
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IT Projects that do not address business needs
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IT enabled investments often delivered late and out of budget

®
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Business Drivers for Enterprise Governance of IT

Trigger Events

Mergers , Acquisitions

or Divestitures

An enterprise wide
governance focus or
project

New appointment or
changes at enterprise
C- Level

Desire to optmise
value creation from IT
enabled business
changes

Significant technology
change or paradigm
shift

New regulations or
compliance
requirements

Change in business
operating or sourcing
arrangements

A shift in the market,
economy or
competitive position

New business focus

External audit or
consultant
assessments
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A Business Framework for the Governance & Management of Enterprise IT

EXTRACTING VALUE FROM

INFORMATION CHAOS

WHY GOOD GOVERNANCE MAKES GOOD SENSE

IT Is Complicated.

Governance of Enterprise
IT Does Not Have To Be.

An Anatomy of COBIT 5

BUSIMESS GOVERNANCE AND
MANAGEMENT DF H\ITEHPF}IEE IT
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The Evolution of COBIT _ 16 Years of Existence

COBIT 5 _ Governance of Enterprise IT Framework
2012  r— Integrate all other ISACA frameworks _Val IT, BMIS, COBIT 5
RISK IT

COBIT 4.1 - AnIT Governance Framework  _
2007 = Governance and Compliance processes added, COBIT 4.1
Assurance processes removed

COBIT 4.0 - AnIT Governance Framework

2005 ===  Governance and Compliance processes added, COBIT 4
Assurance processes removed _ Introduction of
Goals Cascade

COBIT 3 " Edition - An IT Management Framework _
2000 ' _ Management Guidelines added COBIT 3

1998 COBIT 2 ™ Edition - An Audit and Control
Framework _ Focus on Control Objectives

COBIT 1 - An Audit and Control Framework _ Focus on

1996 Control Objectives
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COBIT 4.1 An IT Governance Framework
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GOVERNANCEOBJECTIVES

ME1 Monitor and evaluate IT performance.

ME2 Monitor and evaluate internal control.

ME3 Ensure compliance with external requirements.
ME4 Provide IT governance.

PO1 Define a strategic IT plan.

P02 Define the information architecture.

P03 Determine technological direction.

P04 Define the IT processes, organisation and relationships.
P05 Manage the IT investment.

P06 Communicate management aims and direction

PO7 Manage IT human resources.

P08 Manage quality.

P09 Assess and manage IT risks.

P010 Manage projects.

INFORMATION

CRITERIA

* Effectiveness
* Efficiency

* Confidentiality
* Integrity

* Availability

MONITOR AND
EVALUATE

IT RESOURCES

 Applications
* Information
* Infrastructure
« People

DELIVERAND

SUPPORT ACQUIRE AND
IMPLEMENT

DS1 Define and manage service levels.
DS2 Manage third-party services.

DS3 Manage performance and capacity.
DS4  Ensure continuous service.

DS5 Ensure systems security.

Al Identify automated solutions.
Ai2 Acquire and maintain application software.
A3 Acquire and maintain technology infrastructure.

DS6 Identify and allocate costs. Al4 Enable operation and use.
DS7 Educate and train users. A5 Procure IT resources.
0S8 Manage service desk and incidents. A6 Manage changes.

DS9 Manage the configuration. A7 Install and accredit solutions and changes.
DS10 Manage problems.

DS11 Manage data.

DS12 Manage the physical environment.
DS13 Manage operations.

2007 to 2012

Governance and Compliance processes
added, Assurance processes removed
Focus on processes as the key enablers
4 Domains [PO, Al, DS, ME]

34 Processes

208 Control Objectives

CMMI /PAM ISO ISO/IEC 15504
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